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Windows 7 – Enabling TLS 1.2 

The following information has been taken from the Microsoft Support site. Click on the 

following link to view the full article: 

 

Microsoft Support – Full technical article 

Easy Fix 

To add the DefaultSecureProtocols registry subkey automatically, click the Download 

button. In the File Download dialog box, click Run or Open, and then follow the steps in 

the easy fix wizard. 

 

Notes 

• This wizard may be in English only. However, the automatic fix also works for other 

language versions of Windows. 

 

• If you are not on the computer that has the problem, save the easy fix solution to a 

flash drive or a CD and then run it on the computer that has the problem. 

 

 

 

 

 

Note: In addition to the DefaultSecureProtocols registry subkey, the Easy fix also adds the 

SecureProtocols at the following location to help enable TLS 1.1 and 1.2 for Internet 

Explorer. 

 

The SecureProtocols registry entry that has value 0xA80 for enabling TLS 1.1 and 1.2 will be 

added in the following paths: 

 

 HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings 

 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings 

 

Enable TLS 1.2 on Windows 7 at the SChannel component level 

 

Per the TLS-SSL Settings article, for TLS 1.2 to be enabled and negotiated on Windows 7, 

you MUST create the "DisabledByDefault" entry in the appropriate subkey (Client) and set it 

to "0". This subkey will not be created in the registry since these protocols are disabled by 

default. 

 

  

Download 

https://aka.ms/easyfix51044/
https://support.microsoft.com/en-us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-default-secure-protocols-in-wi
https://apac01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechnet.microsoft.com%2Fen-us%2Flibrary%2Fdn786418(v%3Dws.11).aspx&data=02%7C01%7Cv-xuhuan%40microsoft.com%7C467512afc6e14afe669d08d639250e3a%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636759228675131797&sdata=40th%2BCvdvF%2FXQO1J58Pu%2BOHqd2N8Ek1uYUHg%2FB0pfP4%3D&reserved=0
https://aka.ms/easyfix51044/
https://aka.ms/easyfix51044/
https://aka.ms/easyfix51044/
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Easy Fix (cont’d) 

Create the necessary subkey for TLS 1.2; create the DisabledByDefault DWORD values and 

set it to 0 in the following locations: 

 

FOR TLS 1.1 

Registry location: 

 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\ 

 SCHANNEL\Protocols\TLS 1.1\Client 

 

DWORD name: DisabledByDefault 

 

DWORD value: 0 

 

FOR TLS 1.2 

Registry location: 

 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\ 

 SCHANNEL\Protocols\TLS 1.2\Client 

 

DWORD name: DisabledByDefault 

 

DWORD value: 0 

 


