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MTD Compliance Portal: Security settings

URL whitelisting

The following URLS should be whitelisted:

e https://mtdapi.cloud.taxsystems.com
e https://alphabridgeapi.cloud.taxsystems.com

Proxy

If you have a proxy enabled, the AlphaBridge Excel file is not aware of this. There are different methods
that can be used to resolve this issue; however, the popular option is to add netsh winhttp set proxy
proxyserver:port into the PC config using the command line.

Azure IP addresses

We host our software on Microsoft Azure in the three regions: UK South 2, UK South and UK West. Below
is a list of the IP addresses for each region. More information can be found here:

https://www.microsoft.com/en-us/download/details.aspx?id=56519

UK South 2 IP addresses

<Region Name="uksouth2">

<IpRange Subnet="13.87.0.0/18" />
<IpRange Subnet="40.79.201.0/24" />
<IpRange Subnet="40.80.12.0/22" />
<IpRange Subnet="40.81.160.0/20" />
<IpRange Subnet="40.90.130.128/28" />
<IpRange Subnet="40.90.143.64/27" />
<IpRange Subnet="40.90.150.96/27" />
<IpRange Subnet="51.141.129.0/27" />
<IpRange Subnet="51.141.129.192/26" />
<IpRange Subnet="51.141.132.0/24" />
<IpRange Subnet="51.141.156.0/22" />
<IpRange Subnet="51.142.0.0/17" />
<IpRange Subnet="51.143.192.0/18" />
<IpRange Subnet="52.109.40.0/22" />
<IpRange Subnet="52.136.18.0/24" />
</Region>
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UK South IP addresses

UK West IP addresses

<Region Name="uksouth">

<IpRange Subnet="20.38.106.0/23" />
<IpRange Subnet="20.39.208.0/20" />
<IpRange Subnet="20.39.224.0/21" />
<IpRange Subnet="20.190.143.0/25" />
<IpRange Subnet="40.79.215.0/24" />
<IpRange Subnet="40.80.0.0/22" />
<IpRange Subnet="40.81.128.0/19" />
<IpRange Subnet="40.82.88.0/22" />
<IpRange Subnet="40.90.17.32/27" />
<IpRange Subnet="40.90.17.160/27" />
<IpRange Subnet="40.90.128.112/28" />
<IpRange Subnet="40.90.128.160/28" />
<IpRange Subnet="40.90.131.64/27" />
<IpRange Subnet="40.90.139.64/27" />
<IpRange Subnet="40.90.153.64/27" />
<IpRange Subnet="40.90.154.0/26" />
<IpRange Subnet="40.120.32.0/19" />
<IpRange Subnet="40.126.15.0/25" />

<Region Name="ukwest">

<IpRange Subnet="20.39.160.0/21" />
<IpRange Subnet="20.40.104.0/21" />
<IpRange Subnet="20.150.2.0/23" />
<IpRange Subnet="20.190.144.0/25" />
<IpRange Subnet="40.79.218.0/24" />
<IpRange Subnet="40.81.112.0/20" />
<IpRange Subnet="40.87.228.0/22" />
<IpRange Subnet="40.90.131.96/27" />
<IpRange Subnet="40.90.139.96/27" />
<IpRange Subnet="40.126.16.0/25" />

<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.

104.0.0/19" />
104.192.0/18" />
105.0.0/18" />
105.64.0/20" />
140.0.0/17" />
140.128.0/18" />

<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.
<IpRange Subnet="51.

104.32.0/19" />
137.128.0/18" />
140.192.0/18" />
141.0.0/17" />
141.128.0/27" />
141.128.64/26" />
141.128.128/25" />
141.129.128/26" />
141.134.0/24" />
141.136.0/23" />
141.148.0/22" />

<IpRange Subnet="51.141.128.32/27" />
<IpRange Subnet="51.141.129.64/26" />
<IpRange Subnet="51.141.130.0/25" />
<IpRange Subnet="51.141.135.0/24" />
<IpRange Subnet="51.141.144.0/22" />
<IpRange Subnet="51.141.192.0/18" />
<IpRange Subnet="51.143.128.0/18" />
<IpRange Subnet="51.145.0.0/17" />
<IpRange Subnet="52.108.50.0/23" />
<IpRange Subnet="52.109.28.0/22" />
<IpRange Subnet="52.114.80.0/22" />
<IpRange Subnet="52.114.88.0/22" />
<IpRange Subnet="52.136.21.0/24" />
<IpRange Subnet="52.151.64.0/18" />
<IpRange Subnet="52.239.187.0/25" />
<IpRange Subnet="52.239.231.0/24" />
<IpRange Subnet="52.245.64.0/22" />
<IpRange Subnet="52.253.162.0/23" />
<IpRange Subnet="104.44.89.224/27" />
</Region>

<IpRange Subnet="52.108.224.0/23" />
<IpRange Subnet="52.109.32.0/22" />
<IpRange Subnet="52.114.84.0/22" />
<IpRange Subnet="52.114.92.0/22" />
<IpRange Subnet="52.136.20.0/24" />
<IpRange Subnet="52.142.128.0/18" />
<IpRange Subnet="52.239.240.0/24" />
<IpRange Subnet="104.44.90.0/27" />
</Region>




